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Abstract

Despite its practical impact, closed-box fuzzing on web applications
remains understudied. This paper investigates two fundamental
limitations of closed-box web fuzzing: (1) limited input space explo-
ration due to the lack of a feedback mechanism, and (2) ineffective
exploitation strategies caused by the shallow vulnerability identifi-
cation. We propose Zelda, a novel closed-box web fuzzer designed
to address these limitations. Specifically, we infer feedback signals
from web responses in a closed-box testing environment, thereby
deriving a feedback mechanism to guide the fuzzing process. We
then coordinate two distinct input generation strategies for path
exploration and exploitation, based on the exploration stage, which
facilitates both in-page code coverage and vulnerability identifi-
cation. Our evaluation across 15 real-world applications and nine
benchmark sets demonstrates that Zelda’s feedback mechanism
and strategies are effective in practical web vulnerability discovery.
Zelda uncovered 182 vulnerabilities, outperforming six state-of-the-
art web fuzzers. In the wild, Zelda further discovered previously
unreported vulnerabilities that received 29 CVE assignments.
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1 Introduction

Web fuzzing has gained traction for identifying security flaws in
server-side web applications. In particular, prior fuzzing research
has demonstrated its efficacy in uncovering various web vulnerabil-
ities, including object injection, unrestricted file upload, cross-site
scripting (XSS), and SQL injection [13, 17, 18, 59, 60].

Recent advancements in semi-open-box fuzzing [59, 60] show
promising potential for web vulnerability discovery. However, un-
fortunately, their requirements, such as access to the target program
and/or interpreter instrumentation for code coverage and the sig-
nificant overhead caused by the instrumentation (up to sevenfold
as reported in §7), limit its practicality in real deployments.

In contrast, closed-box scanners are widely used in production

by over 80,000 organizations to assess their services [43, 47, 48, 57].
However, because closed-box web fuzzers lack source code, they
have limited feedback for prioritizing promising inputs. It also af-
fects their strategies, where they choose to inject fixed exploits for
all input parameters [5, 14, 20, 38], instead of injecting selectively.
While recent penetration testing approaches [1, 25] adopt reinforce-
ment learning for guidance, they target a single vulnerability type,
limiting applicability to broader vulnerability types.
Our contributions. We observe that state-of-the-art closed-box
web fuzzers employ shallow input-generation strategies (see §6.1).
They derive inputs from a small set of known exploit patterns.
Without a feedback mechanism, they fail to create diverse inputs
that penetrate multiple conditions guarding vulnerable code. More-
over, even when execution reaches vulnerable code, their naive ex-
ploitation strategies often impede triggering vulnerabilities, which
require injecting exploit payloads into specific input parameters.

To overcome these limitations, we design input-generation strate-
gies that address two technical challenges. (1) In a closed-box set-
ting, we must infer and prioritize promising inputs solely from
observable responses; this requires careful inference techniques that
enable diversifying promising inputs that reach vulnerable code
without access to source code. (2) We should infer which parame-
ters should receive exploit payloads to trigger vulnerabilities, rather
than relying on each tool’s fixed heuristics for exploit injection.

In this paper, we propose Zelda, a novel closed-box web fuzzing
framework overcoming the challenges above. Zelda orchestrates
input generation strategies through a two-stage testing strategy:
it first prioritizes exploring more code blocks (i.e., increasing cov-
erage) and then injects exploits into promising input parameters
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likely to trigger vulnerabilities. Specifically, we develop (1) a seed
scheduling algorithm to prioritize promising inputs based on their
selection history, and (2) an input parameter selection algorithm that
leverages differential analysis of web responses for attempted inputs
(e.g., response length and the occurrences of the parameters) for
effective input parameter mutation. Last, Zelda parallelizes multiple
fuzzing processes with seed input sharing, improving throughput.
Our comprehensive evaluation of Zelda on 15 real-world appli-
cations and nine benchmark sets shows that Zelda outperformed
state-of-the-art web fuzzers (i.e., Burp, Wapiti, BlackWidow, wfuzz,
WebFuzz, and Witcher). Zelda identified a total of 182 vulnerabilities,
including 65 that all the other six fuzzers failed to detect. Compared
with Burp, the next best-performing tool, Zelda identified 91 more
vulnerabilities. Notably, Zelda found 10 multi-conditional vulnera-
bilities (i.e., vulnerabilities only triggered when multiple conditions
are satisfied) that the other fuzzers missed, demonstrating Zelda’s
ability to address challenging and complex vulnerabilities. Last but
not least, Zelda discovered 29 previously unreported vulnerabilities
across seven applications, all of which were assigned 29 CVEs.

2 Background: Web Fuzzing

Web penetration testing [42, 55] detects vulnerabilities by injecting
known exploits into input parameters and checking the execution
of the payload via heuristics. As semi-open-box techniques require
source code or an isolated environment, which is often unavailable
in production, closed-box scanners are widely used in practice [43].
However, unfortunately, those web scanners choose to rapidly
inject predefined exploits, which often fail to supply inputs that
trigger vulnerabilities [1, 25]. This stems from a design choice to-
ward fast detection under a limited time budget. To address this,
previous studies have proposed various techniques for generat-
ing diverse inputs via random mutations to explore larger input
spaces [17, 59, 60, 71]. Semi-open-box web fuzzing has effectively
achieved deeper code coverage [17, 59, 60], but it typically relies
on a feedback channel to obtain coverage signals from the target.
In practice, establishing feedback channels poses significant chal-
lenges, not only for closed-box fuzzing but also for semi-open-box
fuzzing, as it requires a precise analysis of web applications [60] or
modifications to the underlying execution environments (e.g., the
PHP virtual machine) [59]. The challenges become more significant
due to the diverse web programming languages and platforms.
Despite the current limitations, closed-box security testing for web
services is widely practiced. Large organizations with over 1,000
employees typically manage 100+ web applications built and tested
within diverse environments [6]. Therefore, dependence on specific
applications or testing environments inevitably becomes a major
factor in scalable vulnerability detection, leading them to choose
closed-box scanners. In practice, over 80,000 organizations conduct
security testing with four popular closed-box web scanners [43, 47,
438, 57]. This widespread use motivates us to develop a new closed-
box web fuzzer that overcomes the limitations of state-of-the-art
techniques while preserving practicality and scalability.
Terminology. We define key fuzzing terms used in this paper.

e Web scanner: A penetration testing tool (e.g., Wapiti [55]) that
injects predefined attack exploits (including random strings) to
identify web vulnerabilities.
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6 e 1 user input to Sval
7 foreach( $_POST['quantity'] as $key => $val ) {
8 if( $val == 0 )

9 unset( $_SESSION['cart'][$key] ); Sval to $_SESSION
10 else
11 $_SESSION[ 'cart'][$key][ 'quantity'] = $val;
12|} S XS5 via
e T e $_SESSION
252 ~

/

253 echo $_SESSION['cart'][$row['id']]['quantity']; <«

Figure 1: Example of multi-conditional vulnerability.

o Closed-box web fuzzer: A fuzzing tool randomly sampling input
values to discover new inputs that may trigger vulnerabilities. In
this work, we include web scanners under this category as they
perform dynamic testing (using exploits and unexpected inputs)
without accessing source code or modifying infrastructures.

3 Motivation

Closed-box web fuzzing remains understudied despite its practical
importance. Specifically, due to the lack of coverage feedback in the
closed-box setting, most prior closed-box web fuzzers [14, 31, 42, 55]
focus on penetration testing by injecting predefined exploits [5, 14,
20, 38], prioritizing per-test efficiency rather than systematically
exploring promising inputs.

We observe two limitations that closed-box fuzzing struggles to
overcome: (1) limited input space exploration that prevents reaching
vulnerable code and (2) ineffective exploitation policies that fail to
trigger vulnerabilities even when the vulnerable code is reached. In
our evaluation (§6.1), these limitations account for 28.05% of false
negatives in BlackWidow, 28.22% in Burp, and 12.2% in Wapiti.

First, closed-box fuzzers exhibit limited input space exploration
and often miss complex vulnerabilities that require satisfying mul-
tiple conditions—multi-conditional vulnerabilities. Figure 1 shows a
reflected XSS in Shopping Portal [41], which is a multi-conditional
vulnerability: (1) negating the condition at Line (Ln) 8 to reach
Ln 11; (2) appending an XSS payload to $val; (3) invoking echo
at Ln 253 with valid $row[ ‘id’]. Failing any step prevents the
vulnerability from triggering. Semi-open-box fuzzers leverage code
coverage feedback to prioritize inputs satisfying such conditions.
Unfortunately, code coverage feedback requires access to the tar-
get’s source code or execution environment (e.g., a PHP virtual
machine), which is unavailable for closed-box fuzzers. As a result,
without such feedback, closed-box fuzzers often fail to reach vul-
nerable code due to the inability to satisfy the conditions.

Second, even when a fuzzer reaches vulnerable code, its exploita-
tion strategy often hinders triggering vulnerabilities. For instance,
wfuzz uses the same exploit for all input parameters, and Black-
Widow applies identical payloads across POST parameters.! This
design may increase throughput, but it fails when a vulnerability re-
quires distinct inputs across parameters. Wapiti stops testing when
its injected inputs even partially appear in the response, leading to
a possible premature labeling of a reflected XSS; continued testing
with different inputs may reveal additional vulnerabilities. Together,
limited input space exploration and blunt exploitation strategies
cause false negatives, motivating us to devise new solutions.

!Consider a web page, page.php, accepting two input parameters, name and age.
These fuzzers generate inputs by injecting the same exploit into all parameters, e.g.,
‘name=EXPLOIT&age=EXPLOIT .
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Figure 2: Overview of Zelda.

3.1 Technical Challenges

Reaching multi-conditional vulnerabilities. An effective feed-
back mechanism is a key missing component in closed-box fuzzers
to reach multi-conditional vulnerabilities. To devise effective feed-
back and guidance mechanisms, it is critical to know (1) which
input parameters are relevant to cover vulnerable code and (2) how
to obtain a metric that can measure the effectiveness metric of a
given input toward the goal. In this context, a fundamental chal-
lenge arises from inferring the critical input parameters and their
effectiveness without access to the target’s internal structure. In
other words, We can only use observable outputs to infer them.
Effective input exploration and exploitation strategies. To
inject functional exploits into proper input parameters (instead of
applying the same exploit to all parameters), it is crucial to iden-
tify parameters that can affect the internal program state towards
successful exploitation. However, closed-box fuzzers do not have
access to the internal program state. While feedback mechanisms,
such as code coverage, may help, they are vulnerability agnostic
(i.e., they aim to cover more code, not vulnerabilities). They are
limited in handling vulnerabilities triggered by specific values (e.g.,
out-of-bounds with an improper value of $y in $x[$y]).
To this end, we propose the following strategies.

o Strategy-1. Coverage inference via responses: As different web
responses imply different web application paths covered, we
analyze observable web responses (e.g., response status, headers,
and body) to determine whether we find a new response. When a
mutated input yields a newly observed response, it may indicate
increased testing coverage, hinting promising inputs.
Strategy-2. Inferring critical input parameters: To infer critical (or
promising) input parameters, we run an iterative process that
identifies input parameters inducing changes to the webpage’s
content, leveraging our feedback mechanism (Strategy-1). To fur-
ther optimize the inference, we employ a frequency-based input
parameter weighting method? to focus on the input parameters
whose names appear frequently in the webpage content.

o Strategy-3. Separation of input exploration and exploitation: Un-
like typical closed-box fuzzers that directly inject payloads for
exploitation, we first identify potentially effective input param-
eters with a non-exploit payload via Strategy-2. Specifically, we

Intuitively, keywords related to the major functionalities of the page have a higher
probability of appearing frequently.
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Algorithm 1: Zelda Workflow.

1 function ConductFuzzCampaign(start_url)
2 target_set «— Crawler(start_url)
3 for url, param € target_set do
4 candy,,) < Fuzz(url, param)
5 Exploit(candy,;)
6 function Fuzz(url, param)
7 Sinit < ParamsToSeed(param)
8 seed_pool « InitSeedPool(Sinit)
9 candy,; « (]
10 while current_time < timeout do
11 S « SelectSeed(seed_pool)
12 fori < 1 to S.energydo
13 param « SelectParam(param_history)
14 Smut < MutateSeed(S, param)
15 resp < SendRequest(url, param, Smuz)
16 found, paramy,,;, changes « Check(resp)
17 if found then
18 | candy,;Append(url, param,;, Smut)
19 if found or changes or rand() < 0.1 then
20 | seed_pool AddSeed(Smut)
21 return candy,,;
22 function Exploit(cand,,)
23 exploit_dictionary < GetExploits()
24 forurl, paramyy,;, Smur € candy,; do
25 for ex € exploit_dictionary do
26 Sinj < InjectExploit(Smus.paramqyy,;.ex)
27 resp < SendRequest(url,paramy,.Sin;)
28 found < BugOracle(resp)
29 if found then
30 ‘ ReportBug(url, paramy,], ex)

mutate and test each parameter individually. We then inject
diverse targeted exploit payloads to reveal vulnerabilities.

4 Zelda Overview

Zelda is a closed-box web fuzzing tool for detecting web vulnera-
bilities, including SQL injection, command injection, and XSS. As
shown in Figure 2, for each crawled URL, Zelda first conducts the
path exploration phase via fuzz testing with our feedback mech-
anism to assemble promising inputs and input parameters. Zelda
then enters the exploitation phase, carefully injecting attack pay-
loads to create functional exploits and confirm vulnerabilities.
Systematized fuzzing. To conduct systematic fuzzing, the fol-
lowing key questions must be addressed [28, 29]: (1) What initial
seeds to use (seed generation)? (2) Which seeds to mutate next
(seed scheduling)? (3) Which mutated inputs should be selected as
new seeds (seed selection)? (4) For each selected seed, how many
mutations should be done (seed energy)?

Unlike binary fuzzing techniques [27, 33, 39, 49, 54], which typi-
cally operate on a single binary’s input channel, web application
fuzzing handles multiple web pages, where each page’s URL in-
cludes multiple input parameters. In addition, in web applications,
different types of vulnerabilities can be triggered from the same
vulnerable statement depending on the input, further complicating
the testing. To this end, we design our algorithm that incorporates
key fuzzing components: webpage crawling, seed generation, seed
scheduling, seed energy allocation, and bug oracle.

Algorithm. Algorithm 1 details our fuzzing methodology. Given
an initial URL of a target website, Zelda crawls reachable URLs and
their respective input parameters (Lns 1-2). For each crawled URL,
Zelda launches the path exploration phase (Lns 3-4). It creates 10
initial seeds where each seed represents a set of input parameters
for the target URL. Then, Zelda assigns default or random values to
each input parameter and adds the seed to the seed pool (Lns 7-8).
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During the path exploration phase, Zelda creates multiple paral-
lel fuzzing processes® over a shared seed pool to improve testing
throughput. In each fuzzing process, Zelda selects a seed (Ln 11)
based on the seed score (§5.2) and chooses one parameter via our
upper confidence bound (UCB) algorithm. It then mutates the pa-
rameter’s value with a randomly selected mutation operator (§5.3,
Lns 13-14). The fuzzing process then sends a request to the target
URL with the mutated input parameters and infers whether it in-
vokes sensitive sink functions, potentially indicating vulnerabilities
(Lns 15-16). If successful, the mutated seed is selected as a candidate
for the exploitation phase (§5.4, Lns 17-18). The loop repeats until
the seed’s energy is exhausted or a timeout occurs. Note that if
new URLs (not identified during the crawling step) are discovered
during testing, they are added to the seed pool as future targets.

For each candidate from path exploration, Zelda conducts the
exploitation phase (§5.5, Ln 5) by injecting exploits into the input
parameter values of the candidate input (Ln 26). It then checks
whether vulnerabilities are triggered by examining the responses
with the bug oracle (Ln 28). If vulnerabilities are detected, Zelda
reports the corresponding inputs (Lns 29-30).

5 Design
5.1 Crawler

Given an initial URL of a target website, Zelda collects all reachable
URLs along with their input parameters. Specifically, we improve
Wapiti’s crawler [55]. To identify subpages, our crawler inspects
URLs from <a>, <link>, and <form> tags, and collects URLs with
the same domain name of the initial URL (or relative URLs). The
crawling process terminates when no new URLs are identified. We
configured the crawler with a maximum crawling depth of 40, fol-
lowing the crawler setting of Wapiti [55]. Note that our crawler uses
Selenium [46] to handle dynamically generated URLs by JavaScript.
Input parameter identification. For each crawled URL, Zelda
identifies potential input parameters by parsing query strings and
relevant HTML tags (e.g., <form>’s inputs and targets). Zelda also
detects default values for the identified parameters. The compiled
URL list—each containing identified input parameters and their
default values—is then passed to the path exploration phase to find
effective input values. Path exploration begins after 200 URLs are
collected or 90 seconds have elapsed; URLs discovered after that
are continuously appended to the crawled list. Crawling and path
exploration processes run concurrently for efficiency.

5.2 Seed Generation and Scheduling

Seed. A seed is the input unit mutated by Zelda. It consists of a
URL, input parameters, cookies, a referrer, a user agent, and a URL-
injection string. Each seed is used to compose a fuzzing request with
user-provided input values. In the seed, a URL is a fully qualified
domain name (FQDN) along with a path. The input parameters
are structured as key-value pairs, where a key represents an input
parameter name, and the value holds its corresponding value. Note
that the seed also includes information regarding the input injection
points for testing. Zelda covers a broader range of injection points

3The number of fuzzing processes is configurable.
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than other fuzzers (e.g., Wapiti and BlackWidow), including referrer
headers, user agent headers, cookies, and URL injection.

Zelda prepares 10 seed inputs and inserts them into the shared

seed pool. For each seed, Zelda randomly decides to assign an
initial value to each input parameter. If selected and a default value
exists, Zelda assigns it. If no default value exists, Zelda creates a
10-character alphanumeric string, consisting of five random letters
combined with five random digits, and assigns it to the parameter.
Otherwise, no value is assigned.
Seed pool. The seed pool is a priority queue that ranks seeds by
the seed score (see Equation 1), shared among parallel processes.
Each fuzzing process dequeues the top-ranked seed, mutates it,
and requests the target URL. Zelda then checks the response and
enqueues the mutated seed if the feedback is positive. Specifically,
Zelda checks for error messages and reflections of attempted input—
closed-box signals of potential vulnerabilities—facilitating explo-
ration of code blocks. To diversify exploration, Zelda also adds every
mutated seed with a 10% probability, regardless of their responses.
Seed score. As shown in Equation 1, we devise the seed score to
prioritize promising seeds. Specifically, N(s) denotes the number
of seed selections (s), and In(t) denotes the natural logarithm of
the total fuzzing attempts. The score is higher for a seed that is
less frequently selected for mutation. A new mutated seed that
is enqueued due to positive feedback (i.e., induced new webpage
content) will be highly ranked, as it has never been selected.

Seed Score = A(In(t) - N(s)™! (1)

5.3 Seed Mutation

Seed energy. For each selected seed, deciding how many mutations
to conduct is critical. Intuitively, starting from a small number of
mutations, if the mutated seeds are showing promising results, it
is wise to focus on those rather than trying to mutate the seed
aggressively. On the other hand, if the mutated seeds are not ef-
fective, additional mutations will help determine whether they are
promising or not. If the mutations are repeatedly ineffective, the
seed score will eventually deprioritize them.

Seed Energy = 2N (2)

To this end, we introduce seed energy shown in Equation 2, which

represents a desirable budget for the seed mutation. It employs an
exponential increase based on the seed’s selection count (N(s)),
inspired by AFLFast [7]. Intuitively, the energy remains stable for
successful seed mutations, while increasing for unsuccessful muta-
tions, thereby promoting more mutations.
Parameter selection for mutation. Under the seed energy (the
mutation budget), Zelda needs to select an input parameter. As
there are often multiple input parameters, selecting a promising
input parameter is critical. To facilitate the process, we propose a
parameter score function, leveraging the upper confidence bound
(UCB) algorithm [3], which is widely used for reward maximization
and fuzzing scheduling [61, 72]. Equation 3 shows the definition.

Parameter Score = f8 - 7[In(t) - N(p) ™' +y - Imp(p) + & - AContent (3)

The first term corresponds to input space exploration, which
promotes the selection of less frequently chosen parameters. Here,
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t denotes the total number of parameter selections, and N (p) rep-
resents the selections of a specific parameter p. As N(p) increases,
this term decreases, encouraging the selection of less frequently
chosen parameters in subsequent iterations.

The second term prioritizes parameters likely tied to core func-
tionality. To infer the importance of a parameter, we leverage a
hint that if a parameter’s name appears frequently on webpage
content, it implies higher relevance. For example, on a login page,
the keyword “login” might appear frequently, prioritizing mutation
of the input parameter named “login.” To quantify this impact, we
introduce the term Imp(p), representing “importance” and com-
puted by counting the occurrences of the parameter name in the
HTTP content in the initial response (before any mutations).

The third term reflects how much a parameter affects the re-
sponse, favoring parameters inducing significant changes in the
HTTP content. We measure impact as the difference in the Con-
tent-Length header between the initial response and the response
obtained after mutation. A larger difference indicates a greater
impact on the webpage’s content, resulting in a higher score.

Note that these terms are normalized using three hyperparam-
eters: f, y, and 8. We set f = 1.0, y = 0.6, and § = 0.1 based on
empirical effectiveness for vulnerability discovery (§A.6).

Input mutation. We probabilistically select a mutation operation
for the selected parameter’s value from seven distinct mutations:

1. Random generation: Generate a value that combines both
integer numbers and alphabetic characters.

2. Clear input: Clear the value of the parameter.

3. Byte mutation: Randomly alter each byte.

4. Special character injection: Insert special characters that cause
syntax errors. (e.g., /, ", (, ')

5. Name prediction: Generate values based on expected formats
associated with the parameter name. (e.g., for the ‘email’
parameter, generate abcd@efg. com)

6. Number mutation: Generate a random number.

7. String mutation: Generate a random alphabetic string.

“Random generation” is performed when no input is available for
mutation. We assign a lower probability to the “clear input”, favor-
ing modification over removal, and split the remaining probability
mass equally among the other five operations.

5.4 Determining Inputs for Exploitation

Zelda inspects responses to detect if mutated inputs reach sensitive
sinks. For XSS, Zelda checks the presence of any string in the mu-
tated input from the response content. Such reflections suggest the
invocation of functions like echo or print, which can lead to XSS.
For SQL/command injection, Zelda checks for 160 error message
patterns in the response, indicating database-related failures or
command execution issues. Inputs triggering these conditions are
marked as exploitation candidates and added to the candidate pool.
Marking injection positions. When Zelda determines that a
mutated seed may invoke a sensitive sink, it captures additional
information related to this mutated seed. If a substring of an input
parameter is found in the response, Zelda marks its position for the
exploit injection in the subsequent exploitation phase. For SQL/-
command injection, where errors often do not appear directly in
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responses, Zelda marks all parameters as potential injection points,
ensuring that potential vulnerabilities are not overlooked.

5.5 Exploitation

In the exploitation phase, Zelda confirms the presence of vulnera-
bilities. It constructs input-exploit combinations using promising
inputs identified during the exploration phase and an attack dictio-
nary of known exploits to trigger XSS, SQL injection, and command
injection. Based on the injection positions marked in (§5.4), Zelda
injects each exploit in the dictionary into these positions, generat-
ing a new input with the exploit in place. It then requests the target
URL and forwards its response to the bug oracle for verification.
Zelda reports the combinations that trigger vulnerabilities.
Exploits. For XSS, Zelda utilizes 55 exploits sourced from Wapiti [55]
and three additional exploits created by inserting a generated in-
put from the exploration phase. For SQL injection, Zelda uses two
strategies: error-based and time-based exploits. Zelda first attempts
error-based exploitation. If it does not detect a vulnerability (e.g.,
failed to analyze error logs in web responses), it proceeds with
time-based exploits containing sleep functions and escape char-
acters (e.g., single quotes, double quotes, and parentheses). When
successfully exploited, the injected sleep function will be executed,
exhibiting the presence of the vulnerability. For command injection,
Zelda uses 13 error-based and 4 time-based exploits. Error-based
exploits use special characters and OS shell commands to cause er-
ror messages. Zelda also uses time-based exploits containing sleep
and shell command escapes.
Bug oracle. The bug oracle determines whether an injected exploit
was executed. For XSS, we parse web responses with Beautiful-
Soup [51] and verify that the injected exploits appear in an exe-
cutable HTML/DOM context. For error-based SQL injection, Zelda
matches a predefined dictionary of database error messages against
the response. For command injection vulnerabilities, it checks for
expected patterns resulting from command execution.
Additionally, Zelda supports a time-based oracle to detect blind
SQL/command injection vulnerabilities. When using time-based
exploits, Zelda compares response time differences between injected
and benign requests; a significant slowdown flags a vulnerability.
We emphasize that Zelda is able to exhaustively try many ex-
ploits because it can focus on mutating a small number of promising
inputs (not mutating all inputs).

6 Evaluation

We evaluate the effectiveness of Zelda in detecting reflected XSS,
SQL injection (SQLi), and command injection (CMDi) by comparing
against state-of-the-art fuzzers; we compare the number of detected
vulnerabilities, execution time, request count, and coverage.

6.1 Vulnerability Detection Capabilities

6.1.1  Experimental Setup. For hosting the benchmark applications,
we used an Ubuntu 22.04 machine with two Intel Xeon CPUs and
128 GB RAM. To run the web fuzzers, we used six Ubuntu 22.04
machines, each with an Intel Core i7-8700 (6 cores) and 32 GB RAM.
Benchmarks. We compiled a set of benchmarks containing vul-
nerabilities, resulting in nine benchmarks and 15 real-world appli-
cations (Table 1; details in §A.2).
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Table 1: Evaluation of Zelda and six web fuzzers comparing
the number of reported vulnerabilities (TP / FP / FN).

Application Zelda Burp Wapiti BW ‘WebFuzz
DVWA 8/0/7 10/1/5 6/2/9 3/0/12 0/0/15
XVWA 6/0/2 6/0/2 5/0/3 0/0/8 2/0/6

% bWAPP 53/0/15 32/0/36 34/0/34 8/0/60 11/0/57

E WackoPicko  2/0/5 3/0/4 2/1/5 2/0/5 1/0/6

= DVNA 4/1/4 4/1/4 0/0/8 5/1/3 N/A

& NodeGoat 10/0/7 5/0/12 7/1/10 0/0/17 N/A

& JuiceShop 0/0/4 0/0/4 0/0/4 0/0/4 N/A
WebGoat 12/4/16 0/0/28 0/0/28 13/6/15 N/A
MiniBench 9/0/0 2/0/7 1/0/8 1/0/8 0/0/9

TP 104 62 55 32 14

FP 5 2 4 7 0

FN 60 102 109 132 93
HMS 26/0/16 7/0/35 10/0/32 1/3/41 0/0/42
Doctor 5/0/1 1/0/5 0/0/6 0/0/6 0/0/6
Login Sys 4/0/2 4/0/2 5/0/1 0/0/6 0/0/6
OpenEMR 0/0/5 0/0/5 0/0/5 0/0/5 N/A
CE-Phoenix 0/0/3 0/0/3 0/0/3 3/0/0 0/0/3

= Joomla 0/0/1 0/0/1 0/0/1 0/0/1 N/A

5 WeBid 10/0/1 11/0/0 10/0/1 0/0/11 N/A

2 Lodel 26/0/34 3/1/57 1/0/59 13/0/47 1/0/59

" phpwems 0/0/1 0/0/1 0/0/1 0/0/1 0/0/1

& EspoCRM 0/0/1 0/5/1 0/0/1 0/0/1 N/A
Alto CMS 3/0/1 1/0/3 0/0/4 0/0/4 N/A
copyparty 1/0/1 0/0/2 0/0/2 0/1/2 N/A
Graphite 1/0/0 0/0/1 1/0/0 1/0/0 N/A
Emby 1/0/0 1/0/0 0/0/1 0/0/1 N/A
Cronicle 1/0/0 1/0/0 1/0/0 0/0/1 N/A

TP 78 29 28 18 1
FP 0 6 0 4 0
FN 67 116 117 127 117

* wfuzz and Witcher did not report any True Positives (TP).

A. Benchmarks: We select six benchmarks that have been used to
evaluate web fuzzers in previous studies [17, 59, 60]: DVWA [56],
XVWA [58], bWAPP [32], WackoPicko [11], JuiceShop [35], and We-
bGoat [37]. Additionally, we include DVNA [2] and NodeGoat [36]
to broaden Node.js coverage. To evaluate multi-conditional vulner-
abilities, we introduce MiniBench (nine applications), each with
an XSS vulnerability guarded by conditions. The nine benchmarks
contain 164 vulnerabilities: 114 reflected XSS, 43 SQLi, and 7 CMDi.

B. Real-world applications: Among 23 real-world applications
used for evaluation from existing fuzzing literature [17, 59, 60], we
exclude 12 (10 moved to §A.4 because all state-of-the-art fuzzers
found none; two deprecated and infeasible to install) and retain
11. We then add four non-PHP applications (Python, JS, and C#) to
diversify platforms. In total, we evaluate 15 applications contain-
ing 145 vulnerabilities (86 XSS and 59 SQLi). To our knowledge,
our evaluation covers the largest collection of web applications
assembled to date for a web fuzzing study [5, 13, 17, 59, 60, 71].
Web fuzzers. We compared the performance of Zelda to four state-
of-the-art closed-box web fuzzers (Burp Suite [42] (v2023.10.2.4),
Wapiti [55] (v3.1.5), BlackWidow (BW) [14], and wfuzz [31] (v3.1.0))

and two semi-open-box web fuzzers (WebFuzz [60] and Witcher [59]).

Burp and Wapiti are popular web scanners for detecting vari-
ous vulnerabilities. BW is a scanner designed to improve crawling
capability. wfuzz is a closed-box fuzzer that employs brute-force
to inject exploits across various injection points. Regarding semi-
open-box fuzzers, WebFuzz uses coverage feedback to detect XSS,
while Witcher leverages AFL [70] for its fuzzing algorithm.

All fuzzers were configured with their default settings. As Web-
Fuzz requires code coverage, we instrumented all benchmark ap-
plications. For WebFuzz and Zelda, we allocated five workers and

Soyoung Lee, Sunnyeo Park, Yonghwi Kwon, and Sooel Son

Zelda TPs coverage by other tools (N=182)

E Crawler

29 (44.6%)

/

Zelda Unique
(N=65)

T~

0 tools (unique)

Exploit;
Strategy,
24 (36.9%)

M 4 tools M3 tools M2 tools 1 tools

Figure 3: Zelda TP coverage analysis: (left) waffle chart show-
ing coverage by other tools; (right) breakdown of reasons
why only Zelda found these unique vulnerabilities.

five processes, respectively, for multi-process fuzzing. Witcher was
evaluated using its released artifact [52] with the maximum num-
ber of processes. All fuzzers were limited to three hours, except
for Witcher, which used its default configuration (four hours for
crawling and a 20-minute fuzzing timeout per URL).

6.1.2  Effectiveness in Detecting Vulnerabilities. We evaluated all
fuzzers on 24 applications (nine benchmarks and 15 real-world
applications), covering 309 vulnerabilities. Due to the inherent
randomness of fuzz testing, we conducted five fuzzing campaigns
and reported the median results for Zelda, WebFuzz, and Witcher,
while performing single runs for other fuzzers. Table 1 reports true
positives, false positives, and false negatives (TP/FP/FN) per target.

From the nine benchmarks, Zelda identified 104 vulnerabilities,

significantly outperforming the other state-of-the-art fuzzers. It
reported five FPs and missed 60 vulnerabilities. In the 15 real-world
applications, Zelda also outperformed all other tools by discovering
78 vulnerabilities while producing no FPs and 67 FNs.
TPs. Zelda successfully identified 182 vulnerabilities in 18 appli-
cations, outperforming the other fuzzers by an average of 78.11%.
Specifically, Zelda found 91 (50%), 99 (54.4%), 132 (72.53%), 182
(100%), 167 (91.76%), and 182 (100%) more vulnerabilities than Burp,
Wapiti, BW, wfuzz, WebFuzz, and Witcher, respectively. Table 4
(§A.3) breaks down TPs by vulnerability type (i.e., XSS, SQLi, and
CMDi). Zelda reported the highest number of TPs for every vulner-
ability type, detecting 126 XSS, 50 SQLi, and 6 CMDi.

In Figure 3, we summarize the overlap between Zelda’s TPs and
other tools, and categorize the cases found only by Zelda. We empha-
size that Zelda discovered 65 unique vulnerabilities that none of the
other fuzzers found (24 from benchmarks and 41 from real-world
applications). Our analysis demonstrates that Zelda’s feedback-
driven strategy—decoupling path exploration and exploitation—
significantly improves vulnerability detection effectiveness. Among
the 65 unique TPs, 10 cases involved multi-conditional vulnerabil-
ities that other fuzzers failed to trigger due to their fixed inputs.
An additional 24 cases (36.92%) stemmed from the other fuzzers’
insufficient exploitation strategies (e.g., injecting the same exploit
into all input parameters). For instance, Wapiti and Burp stop if no
reflection is observed, while Zelda explores diverse inputs to trigger
reflection hints that guide exploitation. The remaining 31 unique
cases were attributable to Zelda’s crawler capability and its support
for additional injection vectors (29 and two cases, respectively).
FPs. Zelda exhibited the second-fewest false positives, reporting five
FPs: one in DVNA and four in WebGoat. All FPs stemmed from the
limitations in Zelda’s bug oracle. In DVNA, Zelda tried time-based
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SQLi and CMDi payloads, and both payloads triggered timeouts;
in a closed-box setting, Zelda is unable to distinguish whether
the payloads were executed as SQL queries or shell commands,
resulting in reporting both SQLi and CMDi vulnerabilities. As the
errors were actually caused by SQLi, the CMDi report is an FP. In
WebGoat, Zelda identified four FPs where the responses contained
non-executable XSS payloads in server error messages.

FNs. Although Zelda outperformed the other tools, it missed 127
vulnerabilities. Note that a single FN may have multiple causes.

The major cause of FNs is limited page discovery (88 FNs; 58.28%).
However, improving page discovery is beyond our scope, as we
focus on effective input generation. Moreover, Zelda can work on
URLs provided by other crawlers. To quantify this, we manually
provided 88 missed URLs and parameters; Zelda then successfully
identified 48 vulnerabilities, while the remaining 40 cases require
further improvements in the crawler (e.g., user interactions).

An additional 27 FNs (17.88%) stemmed from closed-box bug
oracle limits, as server error logs are inaccessible. Unsupported in-
jection vectors, such as file uploads and custom headers, accounted
for 10.6% of the FNs. Missing functional exploits in Zelda’s attack
dictionary, which require target-specific knowledge for successful
exploitation, contributed to 3.97% of the FNs.

We observed five non-deterministic cases where identical inputs
do not reliably reach vulnerable paths. For instance, in DVNA’s
product addition function, the initial request succeeds but a subse-
quent identical request fails once the item already exists. In such
a case, even if Zelda identifies an input triggering a vulnerability
during the path exploration phase, replaying the identified input
during the exploitation phase does not trigger the vulnerability.

We found five multi-conditional vulnerabilities missed by Zelda.
Our manual analysis reveals that Zelda did not generate string
values requiring a specific special character at a particular position,
showing the limitation of Zelda in producing inputs that meet
application-specific conditions. The remaining four vulnerabilities
were missed due to limited time resources. When we extended the
timeout to 10 seconds per URL, Zelda was able to detect them.
Runtime performance. We compared Zelda against other fuzzers
by execution time and the number of requests sent to identify vul-
nerabilities, excluding crawling time and requests. For WebFuzz,
we report the total number of fuzzing and crawling requests since
it performs both concurrently, making it infeasible for us to dis-
tinguish them. For each tool, we computed the average number of
requests and execution time across all benchmark applications.

Table 2 summarizes the results. On average, Zelda required 54,938
requests and took 37 minutes 20 seconds per application. Burp and
Wapiti required 40,267 and 33,548 requests, taking 12 minutes 10
seconds and 23 minutes 38 seconds, respectively. Considering that
Zelda performs additional exploration and detects more vulnerabil-
ities, it demonstrated competitive performance.

BW sent 774 requests (the second fewest) but its execution time
(56 minutes 31 seconds) was longer than Zelda’s, as it renders
webpages in a browser and sends attack requests one by one. While
BW required only 1.41% of Zelda’s requests, it detected 27.5% of the
vulnerabilities and took 151.4% longer testing time. wfuzz required
26,445 requests and took only 2 minutes 46 seconds via brute-force
exploitation without a bug oracle, making it fast but ineffective.
WebFuzz sent 965,232 requests and took 2 hours and 49 minutes
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Table 2: Runtime performance of Zelda and six web fuzzers
(average values reported).

Zelda Burp  Wapiti BW wfuzz WebFuzz Witcher

# of requests 54,938 40,267 33,548 774 26,445 965,232 0
Execution time 37m20s 12m10s 23m38s 56m31s 2m46s 168m 52s 174m 35s

Zelda

wfuzz

Wapiti

Burp

0

Figure 4: Path coverage of the top four fuzzers that reach
in-depth code blocks. Gray shows the depth of code blocks
containing vulnerable sinks from the entry points, while
green represents the depth of covered blocks. Other fuzzer
results are provided in Appendix (Figure 9).

with a 4.85% detection rate—falls significantly behind Zelda. In the
case of Witcher, we observed that the fuzzer malfunctioned after
crawling, thus reporting zero requests and finding no vulnerabilities.
Overall, Zelda achieved a higher detection rate without imposing
significant overhead, even with its path exploration phase.

6.1.3  Finding Vulnerabilities in the Wild. We also evaluated the
capability of Zelda to find publicly unreported vulnerabilities in the
latest versions of 15 real-world applications from our benchmarks
and eight PHP applications from open PHP projects [22, 40]. Zelda
discovered 29 previously unreported vulnerabilities—eight XSS and
21 SQLi—from seven applications. We reported all vulnerabilities
to the corresponding vendors, and 29 CVEs were assigned.

6.2 In-Depth Analysis with Instrumentation

To evaluate Zelda’s ability to reach vulnerable execution paths, we
measured code block coverage on instrumented benchmarks. For
each vulnerability, we computed the fraction of triggered blocks
(§6.2.2) and the cumulative block coverage over time (§A.8).

6.2.1 Experimental Setup. To measure precise block coverage, we
instrumented code to log covered basic blocks and inserted ca-
naries at each sink to verify reachability. We instrumented PHP
applications in our benchmark— five benchmarks and 11 real-world
applications—excluding three real-world applications (Lodel, Es-
poCRM, and Alto CMS) that failed due to pre-existing syntax issues.
In total, we evaluated 13 instrumented applications with 182 vulner-
abilities. The setup follows §6.1, except we extend the timeout for
closed-box fuzzers and WebFuzz from 3 to 5 hours to offset logging
overhead. For Witcher, we applied its default configuration, since
it already includes sufficient crawling time (4 hours) and fuzzing
timeout (20 minutes per URL).
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6.2.2  Path coverage. Zelda detected 107 vulnerabilities, achieving
the highest TP rate (58.79%). To analyze these TPs, we examined
the path coverage from the entry point of the target page to each
sink. Figure 4 illustrates the required block depth to trigger each
vulnerability (gray) and the depth of covered blocks (green) across
the evaluated fuzzers. Zelda successfully reached the sink functions
for 150 vulnerabilities (82.42%), largely outperforming the other
fuzzers (mean 54.12%). Overall, Figure 4 shows that Zelda covered
the most extensive code blocks required to trigger vulnerabilities.

6.3 Ablation Study

We conducted an ablation study to understand the impact of each
component of Zelda in identifying vulnerabilities. We prepared four
different versions of Zelda: (1) the full implementation of Zelda;
(2) Zeldayy)o_paramselect» which replaces the parameter selection
algorithm with random selection; (3) Zelda, 4nqom, Which replaces
both the parameter and seed selection algorithms with random
selections; and (4) Zelda.y/o_pathexplore- Which omits the path ex-
ploration phase and only performs the exploitation phase by inject-
ing predefined exploits into each input parameter. For the ablation
study, we used bBWAPP, DVWA, XVWA, and MiniBench, with a
three-hour time limit. We conducted five campaigns per Zelda vari-
ant and compared the median number of detected vulnerabilities.

Zelda outperformed the other versions, identifying 76 vulnera-
bilities and achieving the highest number of TPs. It underscores the
effectiveness of each technical component, which collectively con-
tributes to the overall effectiveness of Zelda. Zelda,,/o_paramselect
and Zelda, 4p40m detected 72 and 69 vulnerabilities, respectively.
Onthe other hand, Zelda.,/,_pathexplore Shows a significant perfor-
mance decrease, detecting only 27 vulnerabilities. This performance
gap underscores the crucial role of the path exploration phase. The
shortfall in Zelda,,/o_pathexplore is primarily due to its inability to
generate appropriate inputs for multiple input parameters. Note
that Zelda filters out input parameters that are not effective in trig-
gering vulnerabilities during its fuzzing phase. This allows Zelda to
allocate more time and resources to the promising parameters when
attempting attack exploits. In contrast, Zelda,y/o_pathexplore fails
to prioritize these promising parameters since limited fuzzing time
is spent trying attack exploits across all input parameters rather
than focusing on the most promising ones.

7 Discussion

Coverage feedback. Recent studies have demonstrated the effec-
tiveness of code coverage in semi-open-box fuzzing [17, 59]. How-
ever, obtaining code coverage often suffers from incompatibility or
excessive overhead on real-world applications. We investigated the
overheads of state-of-the-art code coverage tools by measuring the
loading time of each web application index page across three popu-
lar PHP code coverage libraries, i.e., PCOV [65], Xdebug [50], and
WebFuzz [60], with and without the code coverage computation.
When measuring the differences in page loading times with and
without each code coverage library, the average overheads were
76.8% (PCOV), 72.8% (Xdebug), and 226.49% (WebFuzz instrumen-
tation); see Appendix (§A.7) for details. The maximum overheads
reached 267.4%, 181.5%, and 748.75% in WordPress, respectively.
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Moreover, WebFuzz instrumentation is incompatible with Open-
EMR and EspoCRM. We also note that different server-side pro-
gramming languages require different code coverage tools. These
tools often introduce side effects due to instrumented code, thereby
impeding functional services or fuzz testing [60, 62, 69].

8 Related Work

The identification of web vulnerabilities has been a long-standing
research area. Static approaches have entailed conducting a se-
ries of data flow analyses on source code, including string analy-
sis [53, 64], capturing data flows [19, 34, 53, 67], simulating built-in
features [9, 10], and leveraging code property graphs [4, 66]. While
these methods offer high coverage on suspicious flows, they suffer
from false positives due to the dynamic nature of web applications.
Dynamic approaches, on the other hand, have involved instrument-
ing the browser to track data flow at runtime [8, 21, 26, 30, 63].
Recently, a new research trend focusing on semi-open-box web
fuzzing has emerged. WebFuzz [60] is the first semi-open-box web
fuzzer designed to identify XSS vulnerabilities. It performs mutation
using a predefined grammar based on coverage collected by instru-
menting target PHP applications. Witcher [59] is a semi-open-box
fuzzer designed to detect SQLi and CMDi vulnerabilities, employ-
ing coverage-guided fuzzing through a revised PHP interpreter.
Atropos [17] is another semi-open-box fuzzer for server-side vul-
nerability detection, including remote code execution, file inclusion,
and PHP object injection vulnerabilities. It leverages algorithms
used in AFL++ [16] and collects web application feedback by revis-
ing a PHP interpreter. In contrast, there have been a few studies on
closed-box web fuzzing. Most prior efforts in closed-box fuzzing
have focused on penetration testing [12, 14, 15, 20, 68]. These ap-
proaches limit the exploration of extensive input spaces in web
applications by overlooking the prioritization of promising inputs.

9 Conclusion

We propose Zelda, a novel closed-box fuzzing framework that over-
comes the limitations of closed-box fuzzers. Zelda employs an input
parameter selection algorithm to systematically select promising
input parameter values for further mutation. For this, we design
a feedback method that conducts differential analysis of web re-
sponses to identify promising input parameters. Zelda also focuses
on exploiting promising inputs by separating the exploration and
exploitation phases, uncovering more vulnerabilities. Zelda has
successfully identified 182 vulnerabilities, outperforming the state-
of-the-art web fuzzers, and discovered 29 previously unreported
vulnerabilities. These findings demonstrate Zelda’s effectiveness
in web vulnerability identification and highlight its potential in
advancing closed-box web fuzzing.
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A Appendix

A.1 Implementation

We implemented Zelda with 10.0K lines of code (LoC) in Python. For
the baseline crawler, we used Wapiti [55] and revised it to support
Markdown document parsing and browser rendering. To establish
sessions with web applications under fuzz testing, we leveraged
the Python library requests [45] for HTTP communication and
Selenium [46] for browser rendering. To support open science, we
release Zelda at https://github.com/WSP-LAB/Zelda.

Table 3: Benchmark web applications.

# of Vulnerabilities

Soyoung Lee, Sunnyeo Park, Yonghwi Kwon, and Sooel Son

JS, and Java, with LoCs ranging from 3.75K to 122.99K. Addition-
ally, we developed MiniBench, including nine multi-conditional
vulnerabilities. The nine benchmarks collectively contain 164 vul-
nerabilities, including 114 reflected XSS, 43 SQLi, and 7 CMDi.
Real-world. We selected 11 PHP applications used in evaluating
state-of-the-art web fuzzing approaches [17, 59, 60]. Additionally,
we selected four real-world applications that use other web devel-
opment languages, such as Python, JS, and C#. Each application
has at least one known vulnerability, totaling 145 vulnerabilities
(86 XSS and 59 SQLi).

A.3 TPs for Each Vulnerability Type

In §6.1, we evaluated Zelda and six existing fuzzers using 24 bench-
mark applications. Table 4 shows the number of detected vulnera-
bilities for each vulnerability type, including XSS, SQLi, and CMDi.
Among the tools, Zelda, Burp, and Wapiti handle all three vulner-
ability types, while BlackWidow and WebFuzz support only XSS,
wfuzz supports XSS and SQLI, and Witcher supports SQLi and CMDi
vulnerabilities. We denote unsupported vulnerability types as N/S.
Since WebFuzz is a semi-open-box tool requiring target applica-
tion instrumentation, we excluded eight non-PHP applications and
five applications where instrumentation failed or runtime errors
occurred. Although Witcher is a semi-open-box tool supporting
multiple languages, including PHP, Python, Java, Node.js, and Ruby,
it lacks support for C# and specific Node.js versions. Consequently,
we excluded eight non-PHP applications and four PHP applications
where runtime errors occurred. Applications excluded from the
evaluation are denoted as N/A.

Application Lang LoC GitHub x

XSS SQLi CMDi
DVWA PHP 9.74k 8.8k 11 3 1
XVWA PHP 27.51k 1.7k 4 3 1
- bWAPP PHP 31.87k - 49 16 3
E WackoPicko PHP 3.75k 317 4 2 1
=z DVNA 7S 11.36k 648 5 2 1
§ NodeGoat IS 40.08k 1.8k 14 3 0
-] JuiceShop 8.1.0 JS 122.99k 9.1k 2 2 0
WebGoat 8.1 Java 84.40k 6.2k 16 12 0
MiniBench PHP 533 - 9 0 0
HMS [23] PHP 140.38k - 3 39 0
Doctor [44] PHP 53.90k - 0 6 0
Login Sys [24] PHP 17.24k - 0 6 0
OpenEMR 5.0.1.7 PHP 2.38M 2.5k 0 5 0
CE-Phoenix 1.0.8.20 PHP 50.14k 19 3 0 0
~ Joomla 3.8.8 PHP 547.21k 4.6k 1 0 0
Té WeBid 1.2.2 PHP 86.70k 115 10 1 0
? Lodel 1.0.5 PHP 290.63k 46 59 1 0
E phpwems 1.9.26 PHP 163.89k 90 0 1 0
~ EspoCRM 5.6.4 PHP 805.66k 1.4k 1 0 0
Alto CMS 1.1.31 PHP 426.01k 108 4 0 0
copyparty 1.8.4 Python 54.76k 532 2 0 0
Graphite 1.1.8 JS/Python 82.56k 5.9k 1 0 0
Emby 4.5.4.0 C# 1.15M 4k 1 0 0
Cronicle 0.9.46 JS 21.85k 3.6k 1 0 0

A.2 Benchmark Statistics

Table 3 shows statistics of the 24 applications on which we evaluated
Zelda in §6. For each application, the table shows its programming
languages, LoC, the number of stars on its GitHub repository, and
the number of known vulnerabilities.

Benchmark. We selected six benchmarks used in previous stud-
ies [17, 59, 60] and included two benchmarks in Node.js. These
benchmarks are implemented in various languages, including PHP,

Table 4: The number of vulnerabilities reported by Zelda and
six other web fuzzers (XSS / SQLi / CMDi).

Application Zelda Burp Wapiti BW wfuzz WebFuzz Witcher
DVWA 4/3/1 7/2/1 3/2/1 3/0/0 - - -
XVWA 3/2/1 3/2/1 4/0/1 - - 2/0/0 -
bWAPP 40/10/3 25/6/1 23/9/2 8/0/0 - 11/0/0 -
WackoPicko 1/1/0 2/1/0 1/0/1 2/0/0 - 1/0/0 -
DVNA 2/1/1 2/1/1 - 5/0/0 - N/A N/A
NodeGoat 10/0/0 5/0/0 7/0/0 - - N/A N/A
JuiceShop - - - - - N/A N/A
WebGoat 12/0/0 - - 13/0/0 - N/A N/A
MiniBench 9/0/0 2/0/0 1/0/0 1/0/0 - - -

XSS 81 46 39 32 0 14 N/S
SQLi 17 12 11 N/s 0 N/s 0
CMDi 6 4 5 N/S N/S N/S 0
HMS 3/23/0 1/6/0 0/10/0 1/0/0 - - -
Doctor 0/5/0 0/1/0 - - - - -
Login Sys 0/4/0 0/4/0 0/5/0 - - - -
OpenEMR - - - - - N/A N/A
CE-Phoenix - - - 3/0/0 - - -

Joomla - - - - - N/A -
WeBid 10/0/0 10/1/0 10/0/0 - - N/A -
Lodel 25/1/0 3/0/0 1/0/0 13/0/0 - 1/0/0 N/A
phpwems - - - - - - -
EspoCRM . - - - . N/A N/A
Alto CMS 3/0/0 1/0/0 - - - N/A N/A
copyparty 1/0/0 - - - - N/A N/A
Graphite 1/0/0 - 1/0/0 1/0/0 - N/A N/A
Emby 1/0/0 1/0/0 - - - N/A N/A
Cronicle 1/0/0 1/0/0 1/0/0 - - N/A N/A

XSS 45 17 13 18 0 1 N/S
SQLi 33 12 15 N/s 0 N/s 0
CMDi 0 0 0 N/s N/S N/s 0

A dash (-) represents 0/ 0/ 0
N/A: Not available for the evaluation, N/S: Non-supporting vulnerability types
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Zelda reported the highest number of TPs for every vulnerability
type. Specifically, Zelda detected 126 XSS, 50 SQLi, and 6 CMDi
vulnerabilities. On average, Zelda identified 90 (71.43%) more XSS,
38 (75%) more SQLIi, and 3 (50%) more CMDi vulnerabilities than
the other tools.

Table 5: Evaluation of Zelda on 10 real-world applications.

Zelda

Application Lang LoC GitHub x

TP  Requests Time (s)
Atropim 1.9.22 PHP 32.45K 123 0 1,083 2m 36s
Down52 2.1.3 PHP 14.09K 2.4K 0 0 0
nextCloud 29.0.0 PHP 941.34K 24.8K 0 19,703 25m 43s
phpBB 3.3.3 PHP 812.63K 1.8K 0 25,675 15m 30s
FlaskBB 2.0.0 Python 33.84K 2.5K 0 5,491 4m 42s
Invoice Ninja 3.6.1 PHP 1.89M 7.5K 0 3,083 21m 20s
Maxsite 108 PHP 101.49K 142 0 0 0
Tubenda 3.3.2 PHP 16.74K 0.1M+* 0 335 27
osCommerce 2.3.4 PHP 67.18K 279 0 1,011 27
Wordpress 5.7.1 PHP 748.15K 18.4K 0 102,780 2h 58m 15s

* Active installations.

A.4 Evaluation on Another Benchmark Set

In addition to the 15 real-world applications with known vulnerabil-
ities, we evaluated Zelda on 10 other applications used in prior web
fuzzing studies [17, 59]. These applications have no known vulnera-
bilities, and neither of the state-of-the-art fuzzers (i.e., Atropos [17]
nor Witcher [59]) identified any vulnerabilities.

Table 5 provides details of these applications and summarizes the
results. The first four columns present information about each appli-
cation, including its programming language, LoC, and the number
of GitHub stars. The last three columns show the performance of
Zelda, including the number of detected vulnerabilities, the number
of requests sent to identify vulnerabilities, and execution time. Simi-
lar to Atropos and Witcher, Zelda did not detect any vulnerabilities
in these 10 applications.

A.5 Case Studies

Input to $message

—
$message = $_GET[ 'message’'];
if( $_GET['flag'] > 100 ) { Branch condition 1
if( $_GET['flag2'] > 'auth' ) { Branch condition2
echo $message;

AUV hwNR

} XSS sink (via $message)
Figure 5: Example of MiniBench.

MiniBench. Figure 5 shows an example from the MiniBench bench-
mark. It has a reflected XSS vulnerability involving simple branch
conditions that compare the input value with a number (100) and
a string (‘auth’). Among all tested tools, only Zelda successfully
detected this vulnerability. Burp attempted identical values for all
parameters, and Wapiti assigned predefined values to all param-
eters and tried an alphanumeric string once for one parameter.
These strategies contributed to the failure to reach the vulnera-
ble sink echo. BlackWidow and wfuzz injected predefined exploits
into all parameters, but their inputs failed to pass the branch con-
ditions. WebFuzz also failed to generate inputs that reached the
sink, due to limited mutation and input generation capabilities. In
contrast, Zelda randomly mutated and assigned different values to
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each parameter, allowing it to satisfy the conditions and reach the
vulnerable sink.

QRSN

1| s$title = $_GET["title"];

2 L%S’ELECT * FROM movies WHERE title LIKE '%"
3 > sqli($title)—"%'"; $titleto $sql

4

5

if( !mysqli_query( $c, $sql ) )
die( "Error: "

SQL injection sink (via $sql)
. mysqli_error($c) ); XSSsink (via $sqland $c)

Figure 6: Example of bBWAPP.

bWAPP. Figure 6 describes a multi-conditional vulnerability in the
bWAPP application, where the injected input (via $sql) is reflected
in SQL error messages at Ln 5. Exploiting this vulnerability requires
the injected input to both provoke an SQL error and inject func-
tional XSS payloads. Most fuzzers, except Zelda and WebFuzz, failed
to detect this vulnerability. Burp and Wapiti failed for the same
reasons described in the previous example. BlackWidow prioritized
crawling and skipped injecting exploits into input parameters, thus
not attempting any exploits. In contrast, both Zelda and WebFuzz
successfully generated inputs that induced SQL errors, subsequently
triggering the XSS vulnerability.

A.6 Hyperparameters

To determine optimal hyperparameters, we evaluated the perfor-
mance of Zelda with varying hyperparameters. We used bWAPP,
DVWA, XVWA, and MiniBench for this evaluation. For each hyper-
parameter set, we ran Zelda five times and recorded the maximum,
minimum, and median number of detected vulnerabilities. Figure 7
shows the results.

Input parameter selection. When selecting an input parameter to
mutate, Zelda computes a parameter score using Equation 3 (§5.3).
This score consists of the exploration term, the importance term,
and the content change term, controlled by S, y, and 4.

To determine the optimal hyperparameter values, we conducted
experiments by varying one hyperparameter while keeping the
others fixed. Specifically, we adjusted the value of § to 0, 0.1, 0.3,
0.6, and 1.0, while maintaining y and § at 0.1 to ensure all terms
were considered (with non-zero values). Figure a shows that Zelda
detected the highest number of vulnerabilities when f was set to
1.0.

Similarly, we tested different values of y (0, 0.1, 0.3, 0.6, and 1.0)
while keeping  and § at 1.0 and 0.1, respectively. Figure b shows
that Zelda achieved the best performance when y was set to 0.6.

Finally, with f and y fixed at 1.0 and 0.6, we explored § values

of 0, 0.1, 0.3, 0.6, and 1.0. Figure c reveals that Zelda achieved the
best results when & was set to 0.1, and the performance declined as
d increased. It demonstrates that each term in Equation 3 affects
detection performance, and we set f3, y, and § to 1.0, 0.6, and 0.1 in
all experiments.
Fuzzing timeout. Another hyperparameter affecting the perfor-
mance of Zelda is the fuzzing timeout, which is assigned for a
fuzzing attempt on each URL. Zelda does not have specific termi-
nation conditions for each fuzzing process. Therefore, assigning a
longer timeout allows Zelda to spend more time sending fuzzing
requests for each crawled URL.

We varied the timeout values to 3, 5, 7, and 10 seconds, and
Figure d shows the change in detection performance according to
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Figure 7: The number of detected vulnerabilities while varying the hyperparameters.
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Witcher webFuzz

0

Figure 9: Path coverage of Zelda and other three fuzzers that
trigger in-depth code blocks. Gray indicates the depth of code
blocks containing vulnerable sinks from the entry points,
while green represents the depth of covered blocks.
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Figure 10: Cumulative coverage (%) over elapsed time (sec).

the timeout. Increasing the timeout from 3 to 5 seconds resulted in
a 3.7% increase in the maximum number of detected vulnerabilities.
However, further increasing the timeout from 5 to 10 seconds did
not result in any additional increase in the maximum number of
detected vulnerabilities. Therefore, we set the fuzzing timeout to 5
seconds.

A.7 Coverage Overhead

We investigated the overheads of state-of-the-art code coverage
tools by measuring the loading time of each web application index
page across three code coverage libraries (i.e., PCOV [65], Xde-
bug [50], and WebFuzz [60]), with and without code coverage com-
putation. Note that PCOV and Xdebug are PHP code coverage
libraries commonly used for PHP unit tests. WebFuzz provides an
instrumentation library supporting real-time coverage collection.
Figure 8 shows the differences in page load times with and without
each code coverage library. The average overheads for PCOV, Xde-
bug, and WebFuzz instrumentation are 76.8%, 72.8%, and 226.49%,
respectively. The maximum overheads reached 267.4%, 181.5%, and
748.75% in WordPress, respectively.
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Figure 8: Loading time overhead of three dlfferent PHP cov-
erage libraries.

A.8 Coverage

Figure 10 presents the cumulative coverage of the instrumented
benchmark set. Among the 13 applications, BlackWidow achieved
the highest coverage in four, making it the most effective overall,
while wfuzz ranked second in three applications. Both Zelda and
Burp attained the highest coverage in two applications.
BlackWidow demonstrated superior crawling capabilities by
incorporating user interactions, allowing it to cover more pages
than other tools. wfuzz relied on large input dictionaries and brute-
force techniques, testing all injection points without analyzing
target responses. As a result, while wfuzz explored a broad target
space, it failed to reach many vulnerabilities, as shown in Figure 4.
Zelda achieved the highest coverage in the two applications and

ranked second in three. Since Zelda does not prioritize crawling
strategies, it struggled with overall coverage. Nonetheless, in terms

of path coverage for vulnerabilities (Figure 4), Zelda proved more
effective at identifying and reaching vulnerable pages compared to
other tools. These results indicate that increasing overall coverage
expands the target space but does not necessarily lead to better
identification of vulnerable entry points.
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