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Software Watermarking

• Providing a digital fingerprint
• Inserts certain information that represents its owner or distributor

• Offers the traceability

• Difference with code-signing?
• Code-signing focuses on preventing unauthorized modification

• Better to use both code-signing and software watermarking

• Impossible to prevent all viable attacks, but a watermarking 
scheme should sufficiently discourage attackers
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Motivation
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Prior Attempts

• Reordering-based Approach
• Reordering basic blocks, safe operands of mathematical equations

• Limitations
• Perceptive

• Inserting GOTO statements ➔ easily detectable 

• Forgeable

• Rearranging a structure can be accomplished easily

• Fragile

• Not resilient to arbitrary modifications at the instruction level
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-Myles, G., Collberg, C., Heidepriem, Z., and Navabi, A. 2005. The Evaluation of Two Software Watermarking Algorithms. Software Practice and Experience



Advantages over Prior Attempts

• Introducing no supplementary structure
• No size overhead, negligible performance overhead

• Gives a lower chance for attackers to recognize the presence of a 
watermark with statistical analysis or inference

• Can reach up to an increasingly large number of encodings
• Depends on the number of reorderable functions
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Overview

• SoftMark
• A software watermarking system that leverages a function relocation 

• The order of functions implicitly encodes a hidden identifier

• Process

• Generating a master binary ➔ Embedding a watermark & Recording a ledger

➔ Extracting a watermark from variant with a ledger➔ Verifying an associated user
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Reliable Binary Instrumentation

• CCR(Compiler-assisted Code Randomization) (Koo, Hyungjoon et al., In 2018 IEEE S&P)

• A reliable binary rewriter that leverages the metadata to generate variants

• A modified compiler toolchain(LLVM and gold linker) produces transformation-
assisting metadata including function boundaries, fixup locations, and jump table 
information

• A set of metadata can be embedded into executables

➔ Leverage CCR for reliable watermark embedding & extracting at the binary level
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Strategies on SoftMark

• One to one mapping (order, value)

• Stirling’s formula:

• Higher capacity
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Strategies on SoftMark (2)

• Unique function candidates
• Do not use indistinguishable functions in watermark embedding

• Desirable function set
• Prefer a function that has a trampoline containing code pointers

(To give more challenge to an attacker)  

• Non-candidate functions
• Randomly scatter all other functions

(To increase a resiliency against collusive attacks)

F1
F2
F3
F4

(To prevent ambiguous watermarks at extracting)

F4
F2? F3?

F1
F2? F3?
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Strategies on SoftMark (3)

• Ledger (Bookkeeper)
• Holds the list of functions and their locations, the property of each function

(index, indirect call invocation), and the pattern of basic blocks

• Basic block recognition with patterns:

• Regular expression of byte values (Quick search)

• Sequence of opcode mnemonics and sizes after disassembly (Deep investigation)

Index, Basic block patterns

ex) FUNC#1           ['5bc30f1f4000', '5389fbb8[0-9a-f]{8}b9[0-9a-f]{8}’]

Fixups

Index, Basic block patterns

ex) FUNC#1           [‘(push, 1)(push, 1)(push, 1)(sub, 7)(jnz, 6)’, …  ]
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Evaluation

• Size overheads = None
• No additional structure 

• Performance overheads 
• Less than 1.1%
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Evaluation (2)

• Pre-analysis time
• Examines the property of a function

• Longer than embedding, extracting time

• One-time process for each program

• Deep investigation
• Takes longer time than a quick search
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Evaluation (3)

• May be susceptible to a distortion attack (semantic preserving code transformation)

• Robust to operand distortion

• Function Relocation
• Significant challenges to adversaries in practice

(Function boundary detection on a stripped binary)
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What we have not talked about

• Current limitations of SoftMark
• Binary packing: unpack required

• Semantic-preserving code transformation

• Opcode distraction may lower a survival rate

• Collision with a function relocation

• Constraints on function relocation with CCR

• Capacity of other existing techniques
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Conclusions

• Stealthier and robust watermark scheme

• Negligible performance overhead

• Reasonable capacity

• Practical and efficient in watermark embedding and extracting
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